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Open Titan Project
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Abstract

USB security tokens are powerful and established second authentication factors. We analyzed available open source
products and found severe vulnerabilities in some of the included general purpose microcontrollers. We therefore
posed the question: How is a hardened microcontroller for authentication tokens made from open source designs? In
this talk, we describe our efforts in modifying the OpenTitan project for this purpose. Our goals are preventing attacks
as seen in the real world and simplifying ASIC fabrication. In particular, we turn the OpenTitan into a flashless design,
i.e., we move the NVM off-chip, and complement it with post-quantum secure boot, rigorous isolation for cryptographic
keys and authenticated debug.
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